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Configuring Chassis Ports in the
EN-4000

he EN-4000 is the newest member of Encore Networks’ family of routers. It
provides wireless and cabled connections to a local area network (LAN) and to
peripheral devices and remote devices.

Follow the procedures in this discussion to configure the EN-4000.

Also see Configuring the EN-4000’s Serial Ports.

5.1 Port Interfaces

Confer with your network administrator to get values for this configuration.
1 Select the Network management area.
2 Select the Interfaces configuration area.

< The EN-4000 Interface Overview Screen is displayed (Figure 5-1).

Figure 5-1. EN-4000 Interface Overview Screen

' Changes:
e'n | Auto Refresh: on

Status J| System | Network | Statistics Logout

Interfaces | Firewall Static Routes  Load Sharing/Failover QoS  Diagnostics  Hostnames DHCPand DNS  WPN  WRRP  Serial

Interfaces

Interface Overview

Network Status

Uptime: 0Oh 2m 225
L MAC-Address: 00:A0:EB:03:59:16
() RX: 114.20 KB (1087 Pkts.) [E] Edit %]  Delete
br-lan TX: 717.86 KB (1278 Pkis.)
IPv4: 192.168.1.1/24

Uptime: 0h 2m 185
MAC-Address: 00:A0:EB:03:59:15
& RX: 174.36 KB (993 Pkts.) a Stop ] Edit ]  Delete
otho TX: 60.33 KB (380 Phts.)
IPv4: 192.168.101.51/24

WAN

[) Add new interface.

3 To define a new interface, select Add New Interface.

% The Screen to Create an Interface is displayed (Figure 5-2).

For information on trademarks, safety, limitations Version A.3, August 2014
of liability, and similar topics, see © 2014 Encore Networks, Inc.
http://www.encorenetworks.com/disclaimer.htm. All rights reserved.
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Figure 5-2. Screen to Create an Interface
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Status | System J| Network | Statistics

Interfaces | DHCP and DNS | Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

Create Interface

Name of the new interface [
(@ The allowed characters are: 2-2, a-z, 0-% and _

Protocol of the new interface [Static address =]

Create a bridge over multiple interfaces ]

: | Cover the following interface Ot Ethemnet Adapter: "eth0” (wan)
4 © jr Ethernet Adapter: "eth1” (lan)

), Custom Interface:

|+] Back to Overview (& Submit

4 Fill out the fields on the Screen to Create an Interface.

5 Select the Submit button (in the lower right corner of the screen) to add the
interface.

6 Select the Back to Overview button (in the lower left corner of the screen)
to return to the general network interfaces screen.

% The EN-4000 Interface Overview Screen is redisplayed, showing the new
interface.

5.1.1 Configuring a LAN Port

Confer with your network administrator to get values for this configuration.
1 Select the Network management area.
2 Select the Interfaces configuration area.

< The EN-4000 Interface Overview Screen is displayed (Figure 5-3).

Figure 5-3. EN-4000 Interface Overview Screen

@ ' @ Chamg%
e-n | Auto Refresh: on

Status J| System | Network | Statistics

Interfaces | Firewall Static Routes  Load Sharing/Failover QoS  Diagnostics  Hostnames DHCPand DNS VPN WRRP  Serial

Interfaces

Interface Overview

Network Status

Uptime: 0h 2m 225
L1 MAC-Address: 00:40:E8:03:59:16
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brlan TX: 717.86 KB (1278 Pkis.)
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Uptime: 0Oh 2m 185
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=
etho TX: 60.33 KB (380 Pkts.)
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7] Add new irterface...

3 Select the Edit button in the LAN interface row.
4 If necessary, select the General Setup tab.

% The LAN Interface General Setup Screen is displayed (Figure 5-4).
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Figure 5-4. LAN Interface General Setup Screen
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Status | System Network || Statistics

| Auto Refresh:

Interfaces DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated
by spaces. You can also use VLAN notation INTERFACE.VLAINR (e.0.: eth0.1).

Common Configuration

General Setup

Status Uptime: 4d 3h 41m 43s

4#  MAC-Address: 00:A0:EB:01:F1:30
RX: 27.16 MB (162377 Pkts.)

br-lan 1x: 198.76 MB (202929 Pkts.)
1Pv4: 192.168.1.1/24

Pratocol |Stat|c address E

1Pv4 address [192.1681.1

1Pvd netmask |2552552550 E

1Pv4 gateway

1Pv4 broadcast

Use custom DNS servers

Accept router advertisements
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1Pv6 address

IPvE gateway

~-DHCP Server

General Setup

Ignore interface 71 @ pisable DHEP for this interface.

Start [100
@ Lowest leased address as offset from the network address.

Limit [150

(@ Maximum number of leased addresses.

Leasetime [12n

@ Expiry time of leased addresses, minimum is 2 Minutes (2m).

@ Reset (@ Save [0 Save & Apply

5 After configuring the fields on the screen (including the General Setup
items under the DHCP Server heading in the lower portion of the screen),
select the Save & Apply button. Then select the Advanced Settings tab
under the DHCP Server heading.

% The LAN Interface DHCP Server Advanced Settings Screen is displayed
(Figure 5-5).
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Figure 5-5. LAN Interface DHCP Server Advanced Settings Screen

encor&eiworks

Network || Statistics Logout

| Auto Refresh:

Interfaces DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated
by spaces. You can also use VLAN notation INTERFACE.VLAINR (e.0.: eth0.1).

Common Configuration

General Setup
Status Uptime: 4d 3h 41m 43s
4#  MAC-Address: 00:A0:EB:01:F1:30
RX: 27.16 MB (162377 Pkts.)
br-lan 1x: 198.76 MB (202929 Pkts.)
1Pv4: 192.168.1.1/24

Pratocol |Stat|c address E

1Pv4 address [192.1681.1

1Pvd netmask |2552552550 E

1Pv4 gateway

1Pv4 broadcast

Use custom DNS servers

Accept router advertisements

Send router solicitations

1Pv6 address

IPvE gateway

~ DHCP Server

Advanced Settings
Dynamic DHCP (B Dynamically allocate DHCP addresses for clients, If disabled, only dients having static leases will be served.

Force [T @ Force DHCP on this network even if another server is detected.

IPva-Netmask [
(@ override the netmask sent to clients. Normally it is calculated from the subnet that is served.
DHCP-Options [ )

@ Define additional DHCP options, for example "6,192.168.2.1,192.168.2.2" which advertises different DNS
servers to clients.

& Reset @ Save (O Save & Apply

6 After configuring the fields for the Advanced Settings tab under the DHCP
Server heading, select the Save & Apply button. Then select the
Advanced Settings tab under the Common Configuration heading (in the
top portion of the screen).

% The LAN Interface Common Configuration Advanced Settings Screen is
displayed (Figure 5-6).
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Figure 5-6. LAN Interface Common Configuration Advanced Settings Screen

@e-nM | Auto Refresh:

System || Network | Statistics Logout

Interfaces | Firewall  Static Routes  Load Sharing/Failover QoS  Diagnestics  Hostnames DHCPand DNS VPN WRRP  Serial

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation INTERFACE. VLANNR (2.g.: eth0.1).

Commeon Configuration

Advanced Settings
Bring up on boot

Override MAC address [00:A0:EB:03:59:16

Override MTU [1500

Use gateway metric o

DHCP Server

Advanced Settings
Dynamic DHCP (@ Dynamically allocate DHCP addresses for dients. If disabled, only clients having static leases will be served.

Force [Z/ @ Force DHCP on this network even if ancther server is detected.

IPv4-Netmask [
@ override the netmask sent to dlients. Normally it is calculated from the subnet that is served.

DHCP-Options [
(@ Define additional DHCP options, for example "¢,192.168.2.1,192.163.2.2" which advertises different DNS
servers to clients.

@ Reset (@ Save [0 Save 8 Apply

7 After configuring the fields for Advanced Settings under the Common
Configuration heading, select the Save & Apply button. Then select the
Physical Settings tab.

< The LAN Interface Physical Settings Screen is displayed (Figure 5-7).

Figure 5-7. LAN Interface Physical Settings Screen

Changes: 0

| Auto Refresh:
Network || Statistics
Interfaces | DHCPand DNS  Hostnames  StaticRoutes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN | LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge interfaces” field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation TNTERFACE. VLANNR (e.g.: ech0.1).

Common Configuration
Physical Settings

Bridge interfaces @ creates 2 bridge over specified interface(s)

Enable STP [T @ Enables the Spanning Tree Protocal on this bridge

Interface s Ethernet Adapter: "eth0” (wan)
4 Ethernet Adapter: "eth1” (Ian)
* Custom Interface:

DHCP Server

General Setup
Ignore interface [T @ Disable DHCF for this interface.
Start [100

@ Lowest leased address as offset from the network address.

[150

(@ Maximum number of leased addresses.

Leasetime [1zh
(@ Expiry time of leased addresses, minimum is 2 Minutes (2m).

@ Reset @ Save| (@ Save & Apply

8 After configuring the fields on the screen, select the Save & Apply button.
Then select the Firewall Settings tab.

% The LAN Interface Firewall Settings Screen is displayed (Figure 5-8).
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Figure 5-8. LAN Interface Firewall Settings Screen
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System Statistics

| Auto Refresh: on

Interfaces = DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS  Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN | LAN

Interfaces - LAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation TNTERFACE . VLA (e.g.: ethd.1).

- Common Configuration

General Setup

Firewall Settings

) |wan: wan: ;*

) unspecified -or- create:

Create / Assign firewall-zone

@ Choose the firewall zone you want to assign to this interface. Select unspecified to remove the interface from the
associated zone or fill out the create field to define a new zone and attach the interface to ft.

DHCP Server

General Setup

Ignore interface [C11@ pisable DHCP for this interface.

Start

[100

1D Lowest leased address as offset from the network address.

Limit [150
1@ Maximum number of leased addresses.

Leasetime [12n

(@ Expiry time of leased addresses, minimum is 2 Minutes (zm).

@ Reset @ Save (O Save& Apply

9 After configuring the fields on the screen, select the Save & Apply button.

5.1.2 Configuring the WAN Port
Confer with your network administrator to get values for this configuration.
1 Select the Network management area.

2 Select the Interfaces configuration area.

% The EN-4000 Interface Overview Screen is displayed (Figure 5-9).

Figure 5-9. EN-4000 Interface Overview Screen

Changes:

Interfaces | Firewall Static Routes  Load Sharing/Failover QoS  Diagnostics  Hostnames DHCPand DNS VPN WRRP  Serial

Interfaces

Interface Overview

Network Status

Uptime: 0h 2m 225
L1 MAC-Address: 00:40:E8:03:59:16
() RX: 114.20 KB (1087 Pkis.) %]  Delete
br-lan TX: 717.86 KB (1278 Pkis.)
IPv4: 192.168.1.1/24

Uptime: Oh Zm 18s
MAC-Address: 00:AD:EB:03:59:15

WAN
5 RX: 174.36 KB (993 Pkts.)

=
etho TX: 60.33 KB (380 Pkts.)
TPv4: 192.168.101.51/24

7] Add new irterface...

3 Select the Edit button in the WAN interface row.

< The WAN Interface General Setup Screen is displayed (Figure 5-10).
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Figure 5-10. WAN Interface General Setup Screen
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System | Network || Statistics

| Auto Refresh: on

Interfaces = DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN | LaN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation TNTERFACE. VLARNE (e.g.: eth0.1).

Common Configuration
General Setup

Status uptime: 4d 1h 48m 85
»  MAC-Address: 00:A0:EB:01:F1:2E
“= RX: 272.77 MB (1235225 Pkts.)
eth0 Ty 35.49 MB (137926 Pkts.)
IPv4: 192.168.101.109/24

Protocol [DHCP client [+

Hostname to send when requesting DHCP [EN4000_Use_and_Test

Accept router advertisements

1@ Reset (@ Save ([0 Save & Apply

4 After configuring the fields on the screen, select the Save & Apply button.
Then select the Advanced Settings tab.

< The WAN Interface Advanced Settings Screen is displayed (Figure 5-11).

Figure 5-11. WAN Interface Advanced Settings Screen
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Network || Statistics

| Auto Refresh: on

Interfaces | DHCPand DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS  Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN | LaN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation INTERFACE . VLENNR (e.g.: eth0.1).

Common Configuration

Advanced Settings

Bring up on boot

Use broadcast flag

Use default gateway

Use DNS servers advertised by peer

Use gateway metric

Client ID to send when requesting DHCP
Vendor Class to send when requesting DHCP
Override MAC address

Override MTU

] @ required for certain 15Ps, e.g. Charter with DOCSIS 3

@ If unchecked, no default route is configured

@ If unchecked, the advertised DNS server addresses are ignored
[o
[
[

[D0:AOEB01F1:2E

[1500

@ Reset @ Save @ Save & Apply

5 After configuring the fields on the screen, select the Save & Apply button.
Then select the Physical Settings tab.

< The WAN Interface Physical Settings Screen is displayed (Figure 5-12).
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Figure 5-12. WAN Interface Physical Settings Screen
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System [ Network | Statistics

| Auto Refresh: on

Interfaces  DHCP and DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN | LAN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation INTERFACE.VLANIR (e.g.: eth0.1).

Common Configuration
Physical Settings
Bridge interfaces [T @ creates = bridge over specified interface(s)

Interface ® ¢l Ethernet Adapter: "eth0” (wan)
O jl Ethernet Adapter: "eth1" (lan)
* Custom Interface

1@ Reset (@ Save [0 Save & Apply

6 After configuring the fields on the screen, select the Save & Apply button.
Then select the Firewall Settings tab.

< The WAN Interface Firewall Settings Screen is displayed (Figure 5-13).

Figure 5-13. WAN Interface Firewall Settings Screen
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System [ Network | Statistics

| Auto Refresh: on

Interfaces | DHCPand DNS  Hostnames  Static Routes  Firewall  Diagnostics QoS Configure Diagnostics  MAC Device Info Overrides  Multiwan

WAN | LAN

Interfaces - WAN

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by
spaces. You can also use VLAN notation INTERFACE.VLANNR (e.g.: eth0.1).

Common Configuration

Firewall Settings

Create / Assign firewall-zone

unspecified -or- create:

(@ choose the firawall zone you want to assign to this interface. Select unspecified to remove the interface from the
associated zone or fill out the create field to define a new zone and attach the interface to it.

Reset (@ Save | [0 Save & Apply

7 After configuring the fields on the screen, select the Save & Apply button.
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